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1. AUTHORISATIONS

This user guide should be read together with the Overview of Functionality.

The Authorisations User Guide describes how authorisations are provided in RITS. It covers
‘general authorisations’ (described below) in detail, but only makes references to
authorisations of Cash Transfers.

Refer to the Cash Transfer User Guide for more information on Cash Transfer authorisations.

1.1 Overview
RITS provides for one authorisation on most update and entry functions in the system.
The requirement for an authorisation is placed on a function by the RITS Help Desk, acting
upon written instructions from the Member. These instructions must be signed by two RITS
Authorised Signatories.
Authorisations on functions apply at the Member level and impact all users of the function.
Where an authorisation is required on a function, another user (the authoriser) must
authorise the update/entry action before the action can proceed. A user cannot authorise an
entry made by him or her self.
Authorisation privileges are allocated to users by the Password Administrator.

Authorisations in RITS are provided in two different ways.

Cash Transfers and Manual FSIs/FRIs:

These authorisations are controlled by role allocation.
Cash Transfers:

e Entry users are allocated the functions Cash Transfer Entry and Cash
Transfer Amend/Delete in the role Cash Transfer Entry. Authorisers are
allocated the role Authorise Cash Transfer Entry.

e Provided that a user has access to Authorise Cash Transfer Entry, the user
can authorise all Cash Transfers of the branches to which the authoriser is
linked.

e User/branch links are managed by the Member’s Password Administrator.

e Refer to the Cash Transfer User Guide for more details on authorising cash
transfers.

Manual FSIs/FRIs

e Entry users are allocated the functions Manual FSI Entry in the role Manual
FSI Entry and, Manual FRI Entry in the role Manual FRI Entry. Authorisers
are allocated the role Manual FSI Authorisation and Manual FRI
Authorisation.
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e Refer to the Manual FSI/FRI User Guide for more details on authorising manual
FSIs/FRIs.

General authorisations (for other update actions):

e To become an authoriser, a user must first be allocated the role Authoriser by
the Password Administrator. The Password Administrator then specifies the
functions that can be authorised by this user in the function User Privileges,
under the Authorisations button.

e A list of functions that your Member requires to be authorised can be viewed in
the function Authorisations by Function.

A user can view outstanding authorisations via the Header or the Menu.

The Header shows the number of outstanding authorisations for Cash Transfers and
general authorisations for the Member. (Authorisations for Manual FSIs/FRIs are not shown
in the header.) These can be viewed by any user.

By selecting the hyperlink in the Header for Cash Transfers, the function Authorise Cash
Transfer Entry is opened. This function can also be accessed directly from the menu. If the
user has not been allocated this role, the counter in the Header is visible but the link does
not operate.

By selecting the hyperlink in the Header for General Authorisations (or by selecting
Authorisations List in the Authorisations tab of the menu), the Authorisations List
screen is opened. All users can access this page to view details of outstanding
authorisations. However, only users who have been granted the Authoriser role and the
privilege to authorise particular functions will be given access to the check boxes used to
authorise an action.

Outstanding authorisations on the Authorisation List Screen are removed from the system
at the end of the day.

1.2 Available Functions

e Authorisations by Function — an enquiry function available to all
users to view the functions that must be authorised as determined by
the Member.

e Authorisations by User — this function is part of the ‘User Privileges’
function. The update version of User Privileges is used by the Password
Administrator to specify the functions that a user is permitted to
authorise. The view only version of User Privileges is allocated to all
users to check their own profiles.

e Authorisations List — the list of outstanding general authorisations for
the Member. All users can view this list, but only users who have been
granted the privilege to authorise are able to complete authorisations.
A list of users who may authorise each action is also provided.
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1.3 RITS Menu

After logging on to RITS, the Main menu is displayed on the left-hand side of the screen.
Select the Member Admin and Authorisations tabs to expand the menu as displayed
below.

|Main

P E=A Management

¥ Cash Transfers
F Batches
¥ Batch admin

k Messages and Info

w* Member Admin
ser Privileges
Change Passwoaord
Password Admin
Auth by Function

= puthorisations
Authorisations List

The Auth by Function enquiry can then be accessed directly from the menu.

The Authorisations by User function is part of the function User Privileges. Open User
Privileges, select a user from the list and then select the Authorisations button.

The Authorisations List is accessible directly from the menu and by selecting the General
Authorisations link in the Header.

1.4 Authorisations on Multiple Queue Status Updates

In the functions ESA Status Queue Management, Credit Status Queue Management
and Cash Account Status Queue Management, it is possible to submit queue status
updates for more than one transaction in the same submit.

It is also possible to update both the Credit and ESA Status of a transaction at the same
time (providing that the user has the privileges to do both actions).

If authorisation is required, each individual status update is treated as single transaction for
the purposes of authorisation.

1.5 Multiple Outstanding Authorisations for the Same Action

For an update action that requires authorisation (e.g. change ESA Sub-Limit) it is possible
that a number of updates could have been entered and be awaiting authorisation. This will
result in an outstanding authorisation being listed for each update.

The authorisation of any one of the outstanding authorisations will result in an updated
value in RITS. Use caution in this situation to ensure that the required update is authorised.
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2. AUTHORISATIONS BY FUNCTION

2.1 Key points

¢ View the functions that the Member requires to be authorised.

e Contact the RITS Help Desk to add or remove an authorisation.

2.2 Authorisations by Function Enquiry Screen

Select Auth by Function from the Member Admin tab on the Menu.

ﬁ Reserve Bank Information & Transfer System

RB& RTGS Test Environment

0 Cash Transfer Authorisation(s)

Qutstanding Auths and Messages

03 Novermber 2005 09:05:43 User BOB HOWE, ROYCZET1 Member ROYC 0 General Authorisation(s)
) . nels)
Current Session MSS5/9AM  Sessions Close DAY 16:30 | 5CS 16:55 | EVE 17:30 | SW DAY 16:35 0 Mezzanels
RITS Messages = [/ Logout E4

Authorisations by Function
¥ Cash Transfers Authorisation —
» Batches Required
w Batch Admin Batch Recall all by Batch Stream ;I
Entry Batch Recall Specific Batch
_ Management | Cash Account Limit - Set Limit
w Cash Account Status - Bulk Status Change
v;ﬂnelr:sber GElrly Cash Account Status - Set Override Status
User Privileges Cash Account Status Queue Management
Change Passward Cash Account Sub-Limit - Set Sub-Limit
Passward Admin Cash Transfer Aamend/Delete
Auth by Function v Cash Transfer Entry
v:ﬁ::z::::z:z List Certificate - Revoke Certificate
Y Credit Status - Bulk Status Change
e Credit Status - Set Override Status
Y Credit Status Queue Management
¥ ESa Status - Bulk Status Change .
e ESA Status - Set Override Status
¥ ESA Status Queue Management
Y ESa Sub-Lirmit - Set Sub-Limit =l

2.2.1 List headings

Field Description

Authorisation A Y’ in the column indicates that an authorisation is required on
Required this function.

Function The list of functions that are available to the Member.
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3. AUTHORISATIONS BY USER

3.1 Key Points

e Used by Password Administrators to specify the functions that a user
can authorise.

e Users can enquire on the functions that they are permitted to
authorise.

3.2 Authorisations by User Update or Enquiry Screen

Select User Privileges from the Member Admin tab on the Menu.
Select the user from the list to open the User Details screen.

On this screen, select the Authorisations button to display the Authorisations by User
screen.

W Reserve Bank Information & Transfer System RBA RTGS Test Environment Qutstanding Auths and Messages mn
. 0 Cash Transfer authorisation(s)
25 Novernber 2005 10:02:40 User BOBACHOZ2071 HOWE, ACHO2071 Member ACHO 0 General Authorisation(s)
. . aels)
Current Session MSS/98M  Sessions Close DAY 16:30 | 5CS 16:50 | EVE 17:30 | SW DAY 16:30 28 MBs3a0a(s
RITS Messages ® (7] Logout E4

¥ Batch Admin

Authorisations by User

P Messages and Info

~ Member Admin Logon BQLQZESY Mame BREMDAMB FILIPOWSKI Status Active

Mermber R -
User can Authorise Function
Branch
Roles ESA Sub-Limit - Set Sub-Limit

User Privileges
Change Password
Pre-Expired Pwd
auth by Function
Lockaout

ESa Status - Bulk Status Change

ESA Status - Set Override Status

U

ESA Status Queue Management

¥ Authorisations
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3.2.1 List headings

Field Description

User can This column shows whether the user can authorise the function.

AUEDETTSE Password Administrators tick or un-tick the box beside a function to
specify that the user is permitted to authorise actions taken in the
function.
For other users, this is a view-only screen.

Function The list of functions that require an authorisation as requested by
the Member.

3.2.2 Actions

Button Description

Submit (For Password Administrators only) Amend the user’s functions by
ticking or un-ticking the boxes, then select Submit.

Cancel (For Password Administrators only). Select Cancel to return to the
User Details screen. No entries are submitted.

Close (For view only users) Close the screen and return to the User

Printer Icon

Details screen.

Select the Printer Icon to print the page.
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4. AUTHORISATIONS LIST

4.1 Key Points

e Can be accessed directly from the Authorisations tab in the Menu or
by selecting the General Authorisations link in the Header.

e All users can view the list of actions that are awaiting authorisation.

e Users with authorisation privileges can perform authorisations by
selecting the tick boxes provided.

e View a list of the users who can authorise an action.

4.2 Authorisations List Screen

Open the Authorisations List screen by selecting the function from the menu or by
selecting the General Authorisations link in the Header. The screen is automatically
populated with outstanding authorisations. Filtering the list is also possible.

rits.rba.gov.au - RITS - Microsoft Internet Explorer — IEIILI
W Reserve Bank Information & Transfer System RB4 RTGS Test Environment Qutstanding Auths and Messages =
s 1 Cash Transfer suthorisation(s
23 February 2006 09:26:34 User BOB HOWE, BOLOQZE7L Member BQLQ 3 General Authorisation(s)
n q nels)
Current Session DAY sessions Close DAY 16:30 | 5C5 16:50 | EVE 17:30 | SW DAY 16:30 L Messane(s
RITS Messages  RITS USER ACCERTAMCE TEST ENVIROMMENT °o (7] Logout EX4
-Main q 7 z
- Authorisations List
» ESA Management
b Cash Transfers Enquiry Filter
¥ Batches
» Batch Admin ‘ AUz IA” j ‘
» Messages and Info P
R . q I Select to Eligible
» Member Admin Time Action for Authorisation Entry User authorice Authorisers
w Authorisations vad. Update Account 092-002-511907 for Member BQLQ: ESA Sub Limit amount old .
i 09:24:29 1 Llue $20,000.00 to new vaiue $500,000.00 BQLO2ESS r View
— Bull: update {Option 1) the ESA status of all transactions on the Queue far
WERSITL Member Branch BQLOZE: new value A, BEILORIES - e
Loc, Update Override ESA status for Member Branch BQLOZE with Bank Account .
U9i25118 o 001-BOLOZE from current ESA status P to new ESA status A, BalazEss r View
Submit Authorisation | | Clear | -
=
|€| Applet au.gov.rba.rits.client. applet.cryptoapplet. CryptoApplet started l_’_’_’_ré_ & Internet v
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4.2.1 Filter criteria for Authorisations List screen

Field Description

Function Defaults to All. Displays the list of the functions that require

authorisation as determined by the Member.

4.2.2 Actions

Button Description

Find Select Find to display a list of transactions requiring authorisation,
based on the filter criteria selected.

Clear Select Clear to repopulate the filter criteria with default values.

Any listed transactions are also cleared.

Printer Icon Select the Printer Icon to print the page.

4.3 Finding Outstanding Authorisations

Once the appropriate filter criteria have been entered in the Authorisations List screen,
select Find.

< https:/ /ut.rits.rba.gov.au - RITS - Microsoft Internet Explorer i ] 4]
‘p Reserve Bank Information & Transfer System RB& RTGES Test Environment Outstanding Auths and Messages =
1 Cash Ti fer Authorisati
25 Fobuary 2005 09:34:14. ser BOB HOWE, BQL02E71 Member solo  yoEblisnslerauaratonts
q q gels)
Current Session DAY Sessions Close DAY 16:30 | 5CS 16:50 | EVE 17:30 | SW DAY 16:30 1 Message(s
RITS Messages RITS USER ACCEPTAMCE TEST ENWVIRONMENT w v Logout E
-Main q q 5
- Authorisations List
¥ ESA Management
¥ Cash Transfers Enquiry Filter
¥ Batches :
»Batch admin ‘ Function [ESA Sub-Limit - Set Sub-Limt =] ‘
» Messages and Info L
| g e e . . - Select to Eligible
¥ Mermber Admin Tirne Action for Authorisation Entry User Authorise Authorisers
* Autharisations od. Update Account 092-002-511207 for Member BQLQ: ESA Sub Limit amount old .
" 0%:24:23 1 lue $20,000.00 to new value $500,000.00 BQLQZESS r view
Submit Authaorisation | | Clear | -
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4.3.1 List headings

Field Description

Time The time that the entry/update action was made.

Action for A description of the action that requires authorisation.

Authorisation
Entry User

Select to
Authorise

Eligible
Authorisers

4.3.2 Actions

Button

Submit
Authorisation

Clear

View

Printer lcon

The user ID of the user who made the entry.

Select to authorise an action by making an entry in the tick box.

The tick box is only available to users that have the privilege to
authorise the action.

A user cannot authorise an action entered by him or her self. The
tick box will not display.

This is a link to a list of the users of the Member who have the
privilege to authorise the action.

The list may include the name of the user who entered the action
that requires authorisation. Despite being in the list, the user will
not be able to complete an authorisation of an action made by him
or her self.

Description

After making selections in the ‘Select to Authorise’ tick boxes,
select Submit Authorisation to perform the authorisations.

Only users with the privileges to authorise the action are provided
with this button.

Select Clear to clear any selections made in the Select to Authorise
tick boxes.

Select View to see a list of eligible authorisers for that action.

Select the Printer Icon to print the page.
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4.4 Authorisation Details Screen
Select an item in the Authorisations List screen to display more details of the action being
authorised.

For users who do not have the privilege to authorise this action, the details screen is view
only. For users with the privilege to authorise, a Submit Authorisation button is provided.

W Reserve Bank Information & Transfer System RB& RTGES Test Environment Outstanding Auths and Messages =
. 1 Cash Transfer Authorisations)
03 hovernber 2005 09:32:57 User BOB HOWE, BOQLO2ETL Member BQLOQ 4 General Authorisation(s)
. . aels)
Current Session MSS/9AM  Sessions Close DAY 16:30 | $CS 16:55 | EVE 17:30 | SY DAY 16:35 O MEssansis
RITS Messages o [ 1) Logout EA
AT
» ESA Management uthorisatuon Letalls
» Cash Transf
as ransrers Member | BQLQ |
¥ Batches
b Batch Admin Function | ESA Status - Set Override Status |
¥ Messages and Info Entry User | BOLQZESS |
* Mernber Admin
Roles Date/Time Entered | D3-Hov-2005 09:20:11 |
User Privileges
Changs Password Update Cwerride ESA status for Member Branch BOLQZE |
d Ad Action for Authorisation with Bank Account 124-001-BQLO2E from current ESA
Password Admin status P to new ESA status A,

Auth by Function

* Autharisations

Authorisations List 5 E
el Dctailed Description

Field Name Walue When Entered Mew Value
COverride ESA Status P &
Submit Authaorisation || Close |
4.4.1 Actions
Button Description
Submit Users who have the privilege to authorise the action are provided
Authorisation with the Submit Authorisation button.

Select Submit Authorisation to perform the authorisation.

Close View-only users are provided with the Close button.

Select Close to close the details screen and return to the
Authorisation List screen.

Printer Icon Select the Printer Icon to print the page.

4.5 Complete an Authorisation
Authorisations may be completed in either the Authorisations List screen or the
Authorisation Details screen.

In the Authorisations List screen, check the boxes provided and select Submit
Authorisation.

Alternatively, select a single authorisation in the Authorisations List screen to view further
details of the authorisation. The Authorisation Details screen provides a Submit
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Authorisation button. This feature permits the completion of the authorisation without
having to return to the List screen.

After the authorisation has been submitted the following page displays, showing the result
of the authorisation.

‘I{ Reserve Bank Information & Transfer System RBA RTGS Test Environment Qutstanding Auths and Messages
1 Cash Transfer Authorisation(s
11 Novernber 2005 10046:29  User BOB HOWE, BQLQ2E7L Member BQLQ 1 General Authorisation(s) (=)
. . qels)
Current Session DAY sessions Close D&Y 16:30 | SCS 16:55 | EVE 17:30 | SW DAY 16:35 0 Messagels
RITS Messages = L7 Logout kA

(]

» ESA Managernent

Authorisation Status Notification

¥ Cash Transfers

T oanl ETRIETS | Action for Authorisation Authorisation Result
¥ Batches Upd -00z- : imi
pdate Account 092-002-811907 for Member BQLQ: ESA Sub Limit amount old value —
» Batch Admin $2,000,000,000.00 to new value $1,900,000,000.00 Authorisation Successful

¥ Messages and Info

» Member Admin

* Authorisations
Authorisations List

4.6 Eligible Authorisers Enquiry Screen
Select the Eligible Authorisers link in the Authorisations List screen to display the
Eligible Authorisers enquiry screen.

This screen lists the users who have the privilege to authorise the entry/update action.

The list may include the name of the user who entered the action that requires
authorisation. Despite being in the list, the user will not be able to complete an
authorisation of an action made by him or her self.

‘34 Reserve Bank Information & Transfer System RBA RTGS Test Environment Outstanding Auths and Messages
1 Cash Transfer Authaorisation(s
11 Novernber 2005 10:42:13 User BOB HOWE, BOLQZE7L Member BQLQ 1 General Authorisation{s) (s)
. . gels)
Current Session DAY Sessions Close DAY 16:30 | SCS 16:55 | EVE 17:30 | Sw DAY 16:35 U Messa0e(s
RITS Messages o (7] Logout B4

[rar]

¥ ESA Management

Eligible Authorisers

¥ Cash Transfers User ID MName

¥ Batches BOLOZESS BREMDAMNE FILIPOWSKI
¥ Batch Admin BOLOZEFL BOB HOWE

¥ Messages and Info BOLOZESS STEVEN HODSORMN

» Member Admin BOLOZESS BEM DEBNEY

vuthrlsat\ns
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