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Head of Payments Policy Department
Reserve Bank of Australia
GPO Box 3947
Sydney NSW 2001
Australia

via email: pysubmissions@rba.gov.au

6 August 2026

Re: Review of Payments System Regulation
To the Head of Payments Policy Department at the Reserve Bank of Australia
I submit this response to Questions 6 and 19 of the June 2026 Issues Paper.
In short, I write to recommend that the RBA state, in technology-neutral terms, the properties an authorisation layer must satisfy before a software agent moves money, on the model of the Bank’s tokenisation expectations. The two principal controls, the parameterised payment agreement and the idempotency key, already operate in PayTo and in provider practice; the response asks the Bank to name the properties, not any design or protocol. 
I write in a personal capacity as the author of a working paper on this architecture. I am also the founder of True Primary; that interest is declared at paragraphs 1 and 14, and the arguments stand without the paper or the firm. This submission is non-confidential and is provided for publication in full. Contact details are in the covering email, and at kingyewchoo.co.uk.

[bookmark: Question6_AI_agents_in_ecommerce]The use of AI agents for payments in e-commerce
	Q6: Are there competition, efficiency and/or financial safety issues relating to the use of AI agents for payments in e-commerce? If so, are there any regulatory actions that the RBA should consider?





1.	I declare an interest at the outset. I am the founder of True Primary, which has a commercial interest in the controls discussed here. The full declaration is in the closing section of this document.
2.	Yes. I comment on financial safety and efficiency through the disputes and liability issue in Section 2.4, and on competition through the merchant choice question raised there. Both arise from how AI agents operate as software, regardless of protocol or provider.
The controls that address them draw on established payments practice, and the central one already operates in a narrower form inside Australia’s own account-to-account system.
The regulatory actions worth considering are correspondingly modest: stating early, and in technology-neutral terms, the properties an authorisation layer must satisfy before an agent moves money.
3.	Section 2.4 identifies disputed transactions as a risk of more autonomous agent use, with the consumer’s intent to make a payment among the questions in dispute.
That question becomes checkable when the consumer’s authority is written down as parameters carried with the authorisation and evaluated before execution. The parameters are
· a per-transaction cap;
· a cumulative cap over a defined period;
· an authorised scope of what the agent may buy, from whom and by what payment method;
· an expiry after which the authority lapses;
· and the identity of the agent that holds it.
A purchase above a recorded escalation threshold requires the consumer’s confirmation. A request outside the parameters, or arriving after the expiry, is refused before any money moves.
The industry trials Section 2.4 describes keep a human in the loop, and that is the simpler case, where the consumer confirms each purchase at the point of payment. The more autonomous case the same section anticipates is where written-down authority does the work: the consumer decides the extent of the agent’s autonomy in advance, the agent operates only inside it, and a later dispute about what was authorised is evidenced by the parameters rather than by an inference from behaviour. 

Valid consent, credential compromise, performance and liability stay with the law, scheme rules, contract and, where it applies, the ePayments Code.
4.	Australia already operates a narrower form of the core authorisation control. A PayTo agreement carries the payment terms the customer has authorised, such as amount, purpose and frequency; it is authorised and managed in the customer’s own online banking; payments can be initiated only in accordance with those terms; and the customer can pause, resume or cancel the agreement. Agreements of this kind support purchases at e-commerce checkout, including at Amazon.com.au since 2025.
On the New Payments Platform the agreement names the party authorised to initiate payments under it, and the rules already provide for payments to more than one payee account (NPP Product Rules, version 29.0, rule N17.1(c)).
The agentic case extends that agreement: a software agent stands where the consumer would decide the purchase, inside terms the customer has authorised in the same customer-controlled channel. Who holds that role when an agent buys across merchants is the open question.
Section 2.4 observes that the rules and protocols for agentic commerce are currently led by international technology companies and payment networks. PayTo gives Australia a live domestic basis for assessing those international rules and protocols.
It also bears on the merchant choice issue raised in the same section: customer-authorised payment parameters should constrain the agent without displacing the merchant’s choice of debit network. The method parameter authorises a class of payment, such as card or account transfer; routing within an authorised class, including least-cost routing of a debit payment, remains the merchant’s processing decision, provided the authority is expressed at the level of a method class and does not name a network.
5.	A second financial safety issue is duplicate execution after a retry: one intended instruction producing two payments. Agents call payment interfaces over networks that time out and drop connections, and a client that times out cannot tell whether its call succeeded.
The retry that follows, whether issued by a client library or an orchestration layer, is routine. Where the retried call moves money, the retry produces a second payment for a single intended instruction unless something specifically prevents it.
In a fully autonomous flow the duplicate is harder to catch. Nobody is at the point of execution to notice it and reverse it. It is a well-formed, authorised-looking request, so it presents as legitimate to every check that is not looking for a repeat. Retries also recur quickly and unattended, until a limit or a monitor stops them.
6.	The established control is a client-supplied idempotency key. The agent supplies one key per payment-initiating instruction and reuses it on every retry; the receiving system records the key with the result under a uniqueness constraint; if the same key arrives again with matching request data, the system returns the recorded result and initiates no second payment.
Stripe, PayPal, Adyen and Square document this control on payment-initiating requests; Square requires it on payment creation. Their semantics differ in key scope, retention and documented behaviour on reuse with different data.
Australia’s own rules take the same approach: the NPP defines a duplicate initiation request by its shared instruction identifier (NPP Product Rules, rule N17.9). The key must bind atomically to the payment so that concurrent retries cannot both proceed.
7.	These controls do their work only if they are enforced in order: the authority and the idempotency key are validated before any irreversible financial action. Rails sequence authorisation, clearing and settlement differently, and the validation precedes all of them.
A single logical validation step, however distributed, confirms that the credential presented is authentic, that the request falls inside the authorised parameters, and that the authority is unexpired, unsuspended and unrevoked; the idempotency key is evaluated at the same gate, and any cumulative limit is reserved or consumed atomically in that evaluation, so two concurrent requests cannot both pass against the same remaining authority. The check fails closed on any absent, expired, suspended, revoked or unverifiable element.
Ordering matters because a check that runs after the money has moved does not prevent the loss. It identifies a loss to be recovered, and recovery then depends on the rail’s return rules, the applicable scheme and consumer protections, and the counterparty returning the funds. Each of those routes starts from someone noticing the error.
8.	Suspension and revocation differ from expiry, and the difference matters in autonomous operation. Pausing an agreement suspends the authority and cancelling it revokes the authority; each depends on a separate stop instruction.
An expiry ends the authority with no instruction at all, so it does not depend on anyone noticing that something has gone wrong. When an expiry is combined with a gate that fails closed, authority lapses on its own unless the customer positively renews it.


9.	Question 6 also asks what regulatory action to consider. The rules for agentic commerce are being set now, and the lead sits largely outside Australia.
An RBA expectation framed as a property of the authorisation layer would define what must be true before money moves. It leaves payment providers and agent developers free to choose any implementation that satisfies it, and it holds as agent architectures change.
Its addressees are the domestic participants, account servicers and payment providers whose systems accept agent-initiated instructions; it reaches agent developers through those parties’ terms of access. The properties are that
	(a)
	authority is recorded as checkable parameters and evaluated before execution;

	(b)
	no irreversible financial action happens before a check that fails closed;

	(c)
	the same payment instruction results in at most one payment within a declared key scope and retention period, with an idempotency key the receiving system enforces as the established mechanism;

	(d)
	an expiry operates alongside customer suspension and revocation;

	(e)
	the transaction carries a record binding the authority, the payment and the merchant order, so a dispute is argued from the record rather than from recollection.



These controls carry costs: an expiry adds renewal friction, a gate that fails closed can refuse legitimate requests, and the records must observe data minimisation; stating outcomes rather than designs leaves implementers to weigh those costs.


[bookmark: Question19_other_issues]Related issues and prioritisation considerations
	Q19: Are there any other issues relating to payments that the RBA should consider prioritising to promote competition, efficiency and financial safety in the payments system? Are there regulatory options outside of the RBA’s formal powers under the PSRA to address the issues outlined in this paper? Are there issues in the broader payments system that have implications for the design and implementation of the RBA’s payments system regulation?




10.	I offer one point on prioritisation. Section 2.4 describes a small number of industry trials, so agent-initiated payment is among the smallest issues in the Issues Paper by current activity, and urgent by timing. The designs that will govern agent-initiated payments are shaping the merchant choice, cost and liability questions Section 2.4 raises.
A statement of the properties an authorisation layer must satisfy is a regulatory option outside the RBA’s formal powers under the Payment Systems (Regulation) Act 1998 (the PSRA), and it has its greatest effect while designs are still fluid.
The Bank has used this instrument before: the expectations for the tokenisation of payment cards and storage of PANs, first published in December 2023, updated in May 2024, and discussed in Section 2.3 of the Issues Paper.
11.	The same point serves the Review’s interest in standardisation and interoperability across cards and account-to-account payments. Agent-initiated payments are likely to span rails: an agent will pay by card where cards are accepted and by account transfer where that is the authorised route.
Properties of the authorisation layer, of the kind described under Question 6, can be stated without reference to which rail carries the payment, so they promote consistency across payment methods without favouring one over another. Each rail implements them inside its own authorisation, settlement, dispute and liability model.


[bookmark: Respondent_and_declaration]Regarding the Respondent
12.	Respondent. King Yew Choo, London, responding in a personal capacity.
13.	Background. I authored a working paper that sets out an architecture and a formal model for transactions initiated by software agents, covering the authority granted, the payment requirements and settlement. The paper: King Yew Choo, “An MPP-First, Settlement-Flexible Architecture for Self-Serve Agentic Expert-Access: Protocol Analysis, Formal Model, and Business-Model Transition”, working paper, SSRN Abstract 6928639, June 2026, https://doi.org/10.2139/ssrn.6928639. 

Under its stated model and assumptions, the paper establishes four properties: a gate-before-fulfilment safety invariant, idempotency under a request key, absence of double payment and end-to-end auditability. The controls set out above are the general form of that analysis, grounded in industry precedents where they exist, and the arguments stand without the paper. 

An independent treatment that separates intent, authorisation and settlement is Sonja Davidovic and Hervé Tourpe, IMF Notes 2026/004, “How Agentic AI Will Reshape Payments”, April 2026, https://doi.org/10.5089/9781513533308.068.
14.	Declaration of interest. True Primary builds infrastructure for the agent-initiated purchase of expert work. It has a commercial interest in controls for agent-initiated payments being taken seriously.
The controls described in this response are technology-neutral properties, implemented within the rules of each payment method. The two principal elements, the parameterised payment agreement and the idempotency key, are already established in the systems named in paragraphs 4 and 6.
I would therefore resist any regulatory drafting that named a particular protocol, including one I am building around.
15.	Scope. Comments are offered on Questions 6 and 19 only. I have chosen not to answer the remaining questions: they concern parts of the Australian payments system, its merchants and its participants, on which I have no operational experience to offer. I have kept any overlap with other questions within the relevant answer; paragraph 11 touches on Question 14 only in support of Question 19.
16.	Availability. I welcome discussing this further and can provide further detail on any of the above, in writing or in discussion.
Sincerely,
King Yew Choo
London, United Kingdom
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